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Three Pillars of Network Security Management

Best practices for central governance, risk management and compliance

Abstract

The new normal for business is hyper-distributed and mobile,
with more reliance on cloud-based collaboration and remote
work-at-home endpoints. This has created an explosion of
exposure points. Adhering to best practices for network
security management is more critical than ever. This brief
examines three core pillars for network security management
supported by the SonicWall Network Security Manager (NSM)
solution.

Introduction

The ideal network security management solution would meet
the needs of any organization, whether a small business, a
distributed enterprise, or a managed security service provider
(MSSP) with thousands of firewall devices under management
across many locations. To do so, it must provide a holistic,
unified approach, with a broad range of operational controls
that can be easily licensed, adapted and scaled to meet

these various use-case requirements. Best practices for a
unified approach to network security management centers
on three core pillars: central governance, risk management
and compliance.

Central governance focuses on improving operational
efficiencies and reducing overhead, while risk management
and compliance concentrate on business value. These

core objectives are interconnected, as each leverages a
common set of information, processes and technologies. This
helps enterprise security operations (SecOps) and MSSPs
establish and deliver a strong, federated security defense,

and integrate response services into their security programs.
The approach is grounded on the principle of simplifying and,
in some cases, automating various task to achieve better
security coordination and decision-making, while reducing
the complexity, time and overhead of performing security
operations and administration tasks.

Central Governance

In today's new paradigm of working offsite, you must be able
to manage your entire security infrastructure from anywhere
using a unified management console. To ease deployment,
enhance user experience and reduce cost, an optimal solution
would be available as software-as-a-service (SaaS), accessible
on-demand via the cloud.

The management solution should leverage common
management workflows and processes across the security
ecosystem. This would include globally federating security
policies with grouping and inheritance and synchronizing
them across all managed firewalls. To minimize administrative
overhead, it should simplify management tasks using
automated security wizards. And to help stretch increasingly
limited trained staff resources, and accommodate social
distancing requirements, it should let you roll out firewalls
remotely at scale using zero-touch technology, without the
need for having dedicated technicians on site.

Best practices would leverage a cloud-based SaaS
architecture so that network management can scale
dynamically without increasing administrative overhead,
whether for a small network or large distributed enterprise.



Particularly in MSSP environments, it should easily expand to
support any number of tenants with each hosting thousands of
managed firewalls.

Risk Management

To help contain network security risks, the solution must
monitor active security applications and corresponding
security resources, services and capabilities, globally and
in real time. This lets SecOps ensure security measures are
operational, in equilibrium with current network conditions,
and harmonious with its security policies across the entire
ecosystem. Moreover, it should regulate access and usage
of networks, applications and data, and enforce consistent
security across the enterprise using templates.

For higher security efficiency, the solution should also enhance
communication and collaboration so key stakeholders can
make rapid informed security policy decisions based on time-
critical and consolidated threat information. It should enable
the detection, isolation and correction of abnormal operations,
and alert SecOps of security and operational issues.

Compliance

To comply with internal and external regulations, SecOps need
to maintain consistent policies and procedures, along with
corresponding analysis, testing and auditing. Not only must
network security management services function properly and
in a timely manner, they must also be consistent, measurable,
and completely dependable under the scrutiny of an audit.

As aresult, a network security management solution should
integrate security orchestration, auditing, reporting and analytics
capabilities into a single operator interface. It should equip
SecOps teams with powerful but user-friendly set of controls

for facilitating and accomplishing all vital network management
tasks, while keeping the security ecosystem continuously
running flawlessly and in compliance and good health.

A best-practice solution would enable SecOps to customize
any combination of security auditable data to help address
specific compliance regulations. And it should make internal
and external auditors happy by automating scheduled security
reports. It should let you mine analytics and conduct security
event investigations, and easily exercise change management
and audit processes.

SonicWall Network Security Management (NSM)

SonicWall Network Security Manager (NSM) gives you
everything you need for central governance, risk management
and compliance. It brings management, reporting and
analytics of all firewalls into one place to centrally provision
and synchronize all network security services in a single-pane-
of-glass experience. This provides SecOps comprehensive
visibility, granular control and capacity to govern the entire
SonicWall network security operations with greater clarity,
precision and speed. It accomplishes all this from a single
function-packed interface that can be accessed from any
location using any browser-enabled device.

NSM scales to any size organization and features functional
integration for better efficiency and operational elasticity.

Gain immediate access to workflow automation, zero-touch
deployment, device templates and global policy engine. It
enables SecOps to make informed decision and policy actions
in response to any threat in real time, with detailed reporting
and actionable analytics.

Because its design conforms with service level requirements
for Security Operation Centers (SOCs), NSM supports

your broader cyber defense strategy. Guided by business
processes and a unified, auditable approach to security
governance and compliance, NSM orchestrates and automates
various tasks to promote better security coordination and
corroboration all from one web-enabled app.

Learn more. Contact your SonicWall representative, or visit
www.sonicwall.com/nsm.
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